Securing the Future:
How to Keep IoT Deployments Safe

WHITEPAPER

IN THIS PAPER:
Knowledge and
preparedness are key
determinants for how
successful any IoT security
implementation will be,
even when facing the
unknown. By building
comprehensive security
measures into the
ecosystem first, before a
single device is activated,
you can create a secure
foundation that will last
well into the future.

The Internet of Things (IoT) represents an unusual period in
technology history. Like the internet in the 1990s, it soon will
radically change the way companies do business and how
consumers interact with their world.
And therein lies a very devious problem
— most people assume because IoT
is like the traditional internet, then
securing it can be approached in a
traditional way, too. The reality is quite
the opposite and, if companies and
providers do not take action there will
be dire consequences — from human
lives being risked to business-killing
lawsuits — in the near future.

All is not lost, however. By
understanding the true nature of IoT
and rethinking the approach to security,
organizations can mitigate a variety of
threats, regardless of industry.
This white paper will examine the
unique nature of IoT security, as well
as current best practices that can be
applied to any business environment.
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THE DEATH STAR AND THE DOLL
Traditional networked systems, in general, have known endpoints
and pathways of communication. If a virus or hacker infiltrates
the network, the threat usually can be traced and mitigated using
commonly employed security measures.
In fact, a major web portal discovered
its security was breached a few years
before, yet they still were ultimately able
to remedy the issue (albeit after facing
bad press coverage and a significant
reduction in the company’s value).
Even as tools (on both sides) become
more sophisticated, the ‘playing field’
is still the same — it all comes down to
a simple arms race between the good
guys and the bad.
With IoT, all that changes as the
technology does not adhere to
traditional security patterns or even
operate on the same playing field.
While the underlying network is
relatively easy to secure (like the
internet), smart devices and sensors
create an ecosystem that is complex,
widespread, and often embedded
for years as with underwater seabed
monitoring or smart highways. Each
and every component is vulnerable, and
their internetworked communication
is instantaneous. That means a hacker
can take down an entire system in
a second, long before any human or
network fail-safes can respond.

And that’s just for starters. IoT
deployments face an even graver threat,
one that rarely interferes with cloud
and/or internet operations — infiltration
before any device is even activated.
This is why the Death Star is mentioned
in the above title. In the Star Wars story,
research scientist Galen Erso builds an
undetectable hack into the planet-sized
weapon as a means of revenge, and
years later Luke Skywalker is able to
destroy it with a few simple blasts from
his X-wing starfighter.
This same scenario is what threatens
IoT today. Hackers can infiltrate IoTenabled devices (or even a single
device) at any number of stages of
development and deployment. A
disgruntled worker could sabotage
devices during design or manufacturing.
Criminals could steal a device shipment,
reprogram the devices, and return the
devices on their journey. A hacker could
fake a device malfunction in an existing
system, alter the device software,
and then bring the device back online
— security personnel would simply
assume it was a minor glitch. In every
case, the breaches might never be
detected (as with the Death Star).
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UNFORTUNATELY, THE DEATH STAR SCENARIO
IS NOT THE ONLY MAJOR IoT VULNERABILITY
Let’s assume that you’re a homeowner with a smart-enabled (and
tested) home security system. One day you come home to find your
house has been robbed with no sign of any forced entry.

After extensive investigation, it’s
discovered that your daughter brought
home a talking smart doll borrowed
from a friend. Thieves hacked into the
doll and tricked the security system into
thinking the doll was the homeowner,
with no one the wiser. Sound fantastic?
This exact scenario was proven
possible in the lab of an English security
organization using a mass-produced
smart doll named Cayla.

The moral of these stories is that
there are simply too many variables,
too many potential unknowns, to
ensure that device deployments in
the thousands (or millions) are 100%
secure, even if you security test each
device individually.
What’s needed is a new approach to
security — a different business model
that can set the standard for future
deployments, regardless of industry.

Time is of the essence as researchers
and investigators already have proven
that hackers can override IoT-based
systems in cars, medical devices, and
even city infrastructures, like
electricital grids. Plus, courts around
the world have little experience dealing
with IoT hacking cases, meaning the
onus (and greatest penalties) typically
will reside with service providers —
plaintiffs’ lawyers will view them as the
easiest targets, regardless of their true
guilt or innocence.

© 2017 AERIS COMMUNICATIONS, INC.

4

TAKE SIMPLE
PRECAUTIONS
Before considering any IoT security
model, it’s important to understand
the nature of the devices themselves.
Many devices incorporate a subscriber
identity module (SIM) to transmit data
via a cellular network, rather than
Wi-Fi or Bluetooth.

A SIM is ideal for mobile and remote
devices as it enables data to be reliably
transmitted without requiring a
stationary receiver — and it’s commonly
used in both consumer and IoT units.
The trouble is that the majority of SIM
cards currently in operation have a
dialable number, which means that any
third party from around the world can
call or send a short message service
(SMS) to the device.

In order to have the most secure
operations possible, IoT providers must
ensure that only authorized personnel
can change device configurations,
and that requires an IoT-specific SIM
card from the factory. How does a
SIM card become secure enough for
IoT applications? It is issued a private
internet protocol (IP) address that
guarantees no unsolicited SMS can

be received (or sent) other than those
of authorized users and approved
over-the-air software updates. It’s a
relatively simple process to implement,
yet many companies new to IoT may
not realize SIM cards are not inherently
safe unless designed that way.
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There are a lot more risk management points with IoT than with traditional internet infrastructures

GAIN CONTROL THROUGH BEST PRACTICES
While it is unrealistic to assume all IoT
security risks can be eliminated, there
are some general guidelines to mitigate
the most potential damage. Recognize
and understand what the entirety
of your offers consists of and all the
potential risk points involved. Manage
and control as much of your ecosystem
as possible, using up-to-date best
practices for your specific deployment.
Finally, implement automatic and
human directed processes to detect
and resolve issues quickly, efficiently,
and reliably.

Smartphones, internet-connected
laptops, and other common consumer
technology devices adhere to the same
general security protocols. Therefore
one type of approach essentially fits
all. But IoT devices vary widely in their
uses, and so do their security needs,
which means it’s very easy to either
overspend or underspend on the
necessary precautions. For example,
a device used to monitor rainfall in
a forest will have radically different
security needs than a heart monitor
in a hospital’s intensive care unit.
Although never welcome, a hack into

the forest monitor will do relatively
minimal damage to its IoT ecosystem,
yet a hack into a hospital’s IoT
ecosystem could cost lives. Therefore,
any and all IoT security solutions
should be designed in context, with
a full understanding of the trade-offs
involved (a mission-critical deployment
will require expensive defenses, a
traffic sensor less so, etc.)
Once the right balance between
security and budgets/resources
is determined, you can begin
incorporating security by design.

Implement proactive prevention
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IoT PREVENTION MEASURES INVOLVE
SYSTEM-WIDE ‘WHITELISTING’ AND
TRAFFIC SEGREGATION
Whitelisting involves very granular
control over device and system access
in order to achieve a closed ecosystem
where only authorized personnel and
activities are allowed to participate.
Whitelisting ensures predefined rules
always are followed, even when new
components or nodes are added.
For example, suppose a growing IoT
enterprise merges with a competitor
offering solutions in the same markets.
When the two ecosystems are
combined, every attempted alert,
notification, and interaction is examined
automatically and whitelisted (or
denied entry) before being allowed
communication rights with the
ecosystem as a whole. This eliminates
potential human error, and ensures a
‘clean’ system, regardless of the number
of endpoints added over time.
Traffic segregation is an added layer of
security if whitelisting somehow fails. It
ensures that any device on the network
cannot instantly communicate with
any other device without first being
whitelisted. In this way, a single hacked
unit is prevented from infecting an
entire ecosystem as almost happened
with Jeep vehicles. Researchers not
affiliated with Fiat Chrysler Automobiles
(FCA, owner of the Jeep brand)
discovered it was easy to take control
of a Jeep vehicle remotely and gain

complete access to all onboard systems,
including the ability to shut the vehicle
down at any speed. While this flaw was
bad enough, it also exposed the reality
that all Jeep models were vulnerable —
a single hacker could disable an entire
car brand in seconds since there was no
traffic segregation.
Become a detective as IoT transactions
move at such a fast pace and are so
widespread that human oversight
of systems cannot be the first line
of defense. In fact, as with severe
hacks involving LinkedIn and Yahoo,
oftentimes personnel aren’t even
aware of an issue until years after
the event. This turns infiltrated
enterprises into unwilling ‘hosts’ for
any number of nefarious undertakings,
including misuse of data, stolen credit
card numbers and other personal
information, and even access to
mission-critical infrastructure systems.
That’s why detection at the machine
level is so crucial to any IoT deployment.
As discussed with the Death Star, a
hacker can turn a device into a ‘sleeper
cell’ right at the manufacturing level,
before it ever goes online, or corrupt a
system after it’s deployed, as with the
Jeep incident. Mitigating these issues
requires IoT detection that includes both
anomaly and timeliness elements.
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ANOMALY DETECTION RECOGNIZES
COMPROMISED DEVICES THROUGH
DATA TRANSMISSION PATTERNS.
Even a sleeper cell would be immediately exposed once activated.
The most minute anomaly, traditionally unseen or dismissed by
human management, is now suddenly (and automatically) under
a microscope to determine its origins and intent, if any.
action to correct it. In our Hollywood
scenario, if the system detected that the
anomaly was actually an intruder, the
software instantly would take proactive
(and predefined) measures, such as
notifying the police, shutting all exits,
or determining what had been stolen
via sensors located with the asset. And,
of course, it would concurrently notify
the security guards of the nature of the
anomaly so they can take immediate
action, too. If the security guards did
not respond to notifications (suppose
they are drugged), the system then
Which leads into the second component would escalate alerts and notifications
to another predetermined level, such as
of detection — timeliness. Simply
detecting a potential hack is not enough requesting medical personnel.
if both the system and authorized
stakeholders do not take immediate
This prevents a scenario so commonly
found in Hollywood movies: Security
guards are watching a series of closedcircuit television screens that monitor
valuable jewels in other rooms. The
screens start to flicker and then go out
for three minutes. Was it a power failure
or a hack, especially if everything seems
to be in order once the screens are back
online? IoT detection software could tell
the difference immediately, including
the source of the power outage and if it
was, indeed, just an anomaly.

In less dramatic but just as important
scenarios, the same detection rules
must apply. For example, suppose an
embedded road sensor goes off-line
without explanation. Traditionally, due
to tight budgets and higher priorities,
such an anomaly would be investigated
months or years later, and that’s where
trouble can occur. While the sensor itself
may not be of importance, the network
it is connected to might be — such as
being integrated with a financial system
containing millions of social security
numbers. By raising alerts through
anomaly detection involving even
the most mundane IoT deployments,
organizations potentially can prevent
significant disaster, and, ultimately,
implement additional security protocols
to prevent such a hack in the future.
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RAPID RESPONSE
Fast response to any error or breach is critical in maintaining the
entire ecosystem’s integrity. It starts by programming the system
to block any device the second an anomaly occurs — even an
innocuous rain sensor.
If the problem turns out to be simply a
harmless glitch, the system either can
fix itself automatically or generate an
alert requesting human intervention.
Conversely, if the problem is a breach,
the system can escalate alerts
and ‘blackball’ the device and any
associated devices that may have been
infected. Instantaneous response also
saves significant monies as expensive
human personnel only get involved if
there is a true emergency the system
can’t remedy.
Working hand-in-hand with device
blocking is the often-overlooked
over-the-air (OTA) update process.
There is a world of difference between
consumer OTA updates and IoT ones,
although most companies assume they

are the same. When an OTA update is
pushed to a smart consumer device,
such as a tablet, the user (a human)
is usually both notified of the update
and must agree to it. With IoT devices,
there is no human involvement.
Devices generally accept any and all
updates with the ‘assumption’ they are
valid — and therein lies the problem.
Without precautions put in place
prior to deployment, a device will
readily accept the OTA update and
then continue on as before, only this
time it follows the instructions given
in the update. To expand on the Jeep
example, hackers would send an OTA
update telling the vehicles to shut
down at a certain speed. The system
would accept the update as valid, and

human personnel would be none the
wiser that anything was amiss — until
it was too late.
Predefined parameters for any OTA
updates must be an integral part
of any device, especially when it
comes to updates involving security
issues. Devices should only accept
updates if they meet multi-stage
verification criteria. Alerts immediately
are generated when an update is
complete or if an update is rejected
and a possible attack is underway. If
a device determines an unauthorized
update could get through (verifications
seem suspicious but are in line with
parameters), the unit could even
blacklist itself rather than risk a
system-wide breach.
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THE REALITY OF THE IoT WORLD TODAY
IS THAT IT’S STILL THE ‘WILD WEST’
There are no global (or even country) standards for technology or
deployments, no definitive legal precedents other than laws based
on existing internet cases, so one devastating breach can shatter
customers’ trust in IoT overnight.
All of which means — as a service
provider or an organization delivering
IoT solutions — you are the primary
stakeholder responsible for ensuring
the ecosystems you provide are as
secure as possible, even if a breach
comes from a third-party source,
as with a smart doll deactivating
a home alarm system.
No IoT infrastructure will ever be
100% safe from hackers, but that
is true of any industry or technology.
That said, there are a lot of existing
best practices that can stack the
odds in your organization’s favor:
◇◇ Never assume a system is safe just
because you think it is. History is full
of examples — from the Titanic to the
Sony Pictures breach — of security
vulnerabilities due to arrogance,
ignorance, denial, or all three
combined. Security always must be
a priority, and one that is never based
on a ‘set it and forget it’ model. IoT
technology moves too fast and is too
pervasive for security models to not
evolve over time.
◇◇ Find the right security balance for your
company, taking every component
(cost, nature of devices, threat potential,
etc.) into account. While there is no

Security Considerations

exact formula, and variables (especially
cost) can change considerably over
time, decisions must be made on
the best information to date.
◇◇ Build comprehensive security
measures into the ecosystem first,
before a single device is activated.
Measures include whitelisting, traffic
segregation, anomaly detection,
OTA update verifications, and more.
Ensure any future products and/or
third-party connections adhere to
these standards prior to becoming
integrated with the network.

◇◇ Implement automatic and human
rapid response procedures for even
the most innocuous anomalies. A
successful IoT breach can spread
like wildfire in a second, affecting
thousands or even millions of units
without notice.
Knowledge and preparedness are key
determinants for how successful any
IoT security implementation will be,
even when facing the unknown. By
taking action now, you can create a
solid and secure foundation that will
last well into the future.
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ABOUT AERIS:
Aeris is a technology partner with a proven history of
helping companies unlock value through IoT. For more than
a decade, we’ve powered critical projects for some of the
most demanding customers of IoT services today. We strive
to fundamentally improve their businesses by dramatically
reducing costs, accelerating time-to-market, and enabling
new revenue streams. Built from the ground up for IoT
and road tested at scale, Aeris IoT Services are based on
the broadest technology stack in the industry, spanning
connectivity up to vertical solutions. As veterans of the
industry, we know that implementing an IoT solution can
be complex, and we pride ourselves o
 n making it simpler.

Visit www.aeris.com or follow us on
Twitter @AerisM2M to learn how we can
inspire you to create new business models
and to participate in the revolution of
the Internet of Things.
United States Contact:
info@aeris.net
or +1 408 557 1993
Europe Contact:
eu_info@aeris.net 
or +44 118 315 0614
India Contact:
india_info@aeris.net
or +91 01206156100
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