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What might the attendee be able to do after being in your session?                                   

The attendee will appreciate the need to advocate for Prescription Monitoring Program access alignment across 

states, seek more clinical informatics oversight of EHR integration technologies, and recognize the ongoing 

importance of safety event reporting and investigations.             

Description of the Problem or Gap                     

In October 2019 an otorhinolaryngology (ENT) house officer (A.S.) and an ENT Physician Assistant (PA, J.L.) who 

were working together at the University of Pennsylvania Health System intended to prescribe an opiate for a 

hospitalized patient about to be discharged. They noticed inconsistent results when using a vendor-supplied 

integration tool, one that had been implemented in April 2018, to search the Commonwealth of Pennsylvania 

prescription monitoring program database (PA DMP) from within the health system EHR. While this tool 

primarily accesses the PA DMP when used by clinicians working in Pennsylvania, since January 2019 

Pennsylvania also permitted the integration tool to query prescription drug monitoring program (DMP) results 

from New Jersey and Delaware.  When the house officer searched from within the EHR she was only able to see 

two controlled substance prescriptions in the past two years even though the patient said he had filled multiple 

controlled substance prescriptions in that two-year period. The PA then repeated the search for the same 

patient using the standalone PA DMP website (not connected to the EHR) and was able to see all the controlled 

prescriptions filled in the past two years on the same patient.  

Methods                      

The house officer and PA filed a patient safety report thinking that the PA DMP search from within the EHR was 

intermittently not working correctly. On review of the safety report, the hospital safety officer contacted health 

system informatics leadership and requested that the PA DMP search function within the EHR be deactivated 

since he felt it was not safe for clinicians to make decisions about controlled substance prescribing with 

inaccurate or inconsistent data. Notably, there was felt to be a risk that patients could be prescribed controlled 

substances inappropriately in cases where their comprehensive prescription history was hidden from their 

clinicians. Key stakeholders, including Information Services management and the Office of the CMIO, then 

became involved and a request for assistance from the vendor was made.   

Results 

1. The patient in this case report had most of his controlled substance prescriptions filled in New Jersey 

and only two were filled in Pennsylvania. These two Pennsylvania-filled prescriptions were the ones the 

ENT house officer could see when she performed the initial query. 

2. House staff in New Jersey are not permitted to query the NJ DMP.  As a result, house staff in other 

states such as Pennsylvania were not given access the NJ DMP using the integration tool even though 

house staff in Pennsylvania have full access to prescription histories when searching the PA DMP. In 

contrast, attending physicians and physician assistants are granted full access to the NJ DMP. 

3. The vendor indicated that if multiple queries were performed in the same 24-hour period, only the first 

query’s results would be displayed. This was because the vendor cached the initial search in an effort to 

improve response time of the query. In scenarios where adjoining states permit different DMP access 

based on type of clinician, such as Pennsylvania and New Jersey, this configuration could carry 

consequences. Attending physicians may not see the full prescription history they were entitled to see if 

an attending physician search follows a house officer search within a 24-hour period, even if complete 

data from the state where the patient encounter was occurring was provided.   



Two conference calls were conducted between health system and vendor representatives. The main points 

raised with the vendor were:  

1. The office of the General Counsel expressed a need for consensus on clinician roles eligible for querying 

each state’s DMP and any applicable restrictions on inter-state data sharing based on role.   

2. The vendor decision to cache results to improve query response time was understandable but only 

appropriate if every querying clinician received the full, unrestricted DMP history.    

Based on these calls, the vendor stated their plan to:     

1. Clarify and pursue advocacy as needed with NJ state authorities to permit full DMP access for house 

officers  

2. For clinicians who retrieved an incomplete prescription history because of their access rights, include in 

the report that there was additional history that was not available for that particular clinician to view.  

3. Fix the caching system so that individual users would always retrieve results appropriate for their level 

of PMP access, generating a new query if necessary. The vendor indicated that this change would impact 

every one of its United States customers with a target date of 4 weeks after our second call.   

Discussion of Results                                  

The integration vendor for the University of Pennsylvania Health System is Pennsylvania’s chosen provider for 

this service. This vendor also services hundreds of other health systems in the United States that have DMP 

access integrated into EHRs. Our clinicians appropriately queried the PA DMP as required by Pennsylvania law; it 

was our assumption that we’d get a full prescription history from the other states because of the integration 

tool. (Note that providers are not required to register and separately query NJ and DE when the patient 

encounter is in Pennsylvania.) Thanks to this safety report from a single institution, this problem will be fixed not 

only at one institution but also throughout the United States, as other combinations of adjoining states also 

likely have DMP access rules that differ and that create hazards for patients when some clinicians are blinded to 

the existence of additional prescription history. This case report spotlights the discretion that vendors have to 

make decisions about their technologies that then impact clinical care, and raises the question of whether 

additional clinical informatics oversight is needed as these technologies are developed and implemented. 

Moreover, how can such technologies, which provide significant efficiency and access, be monitored to ensure 

their continued satisfactory performance? These events also reinforce the fact that error detection is extremely 

difficult, whether in an EHR, in related technologies such as this integration tool or in the interfaces among them 

(1). Lastly, this report illuminates the clinical risks of state to state variation in DMP access rights and should 

serve as a call to action for better agreement among the states on a common standard for clinician access to 

historical prescription data. If such interstate agreement is not achievable, federal legislation or oversight 

deserves serious consideration to ensure that patients do not suffer unintended harm from clinicians who lack 

the complete medication history needed for safe prescribing.                 

Conclusion                     

This case report, involving both clinical informatics and health policy dimensions, demonstrates the impact that 

a single safety event can have not only for a single institution, but even regionally and nationally. To our 

knowledge, this is the first case report that identifies a hazard resulting from interstate variation in DMP access 

rights and DMP integration vendor configuration. Although such integration has been in place in many health 

systems for years, the clinical consequences that may have resulted, if any, are unknown. Error detection in 

electronic systems remains an ongoing challenge.                 
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